
Migrating a B2 to LTI & REST
A Deep Dive

July 2022



Forward-Looking Statement
Statements regarding our product development initiatives,

including new products and future product upgrades, updates or

enhancements represent our current intentions, but may be

modified, delayed or abandoned without prior notice and there is

no assurance that such offering, upgrades, updates or

functionality will become available unless and until they have

been made generally available to our customers.
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• Brief overview of B2, LTI, & REST

• Steps for building an application

• Breakdown of LTI 1.3 handling

• Using the REST API

• Brief introduction to the Ultra Extension 
Framework

• Deploying an application with Learn
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Introductions

Eric Preston
• Anthology + Blackboard + Xythos Staff Software 

Engineer for 16+ years

• Member of 1EdTech (FKA IMS Global) LTI and Caliper 
Working Groups

• Fun fact: I was at the northern-most point of the 
USA in June…Point Barrow, Alaska



The Problem or Opportunity – Connect Two Web Applications

IFrame
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Migrate Me, Please!!

B2’s are SO 2000s. Let’s figure out how to 
get this in a modern web application 
infrastructure using modern integration 
techniques.

FREEDOM!!



The Solution – LTI & REST API

• A UI flow to connect LMS/VLE (Platform) to 
an Application (Tool)

• Provides Single-sign On (SSO) capabilities –
a TRUST relationship between Platform 
and Tool

• Services to get data into and from a 
Platform

– Content, e.g., Video, Assignment, Book

– Roster

– Grades

• Standards-based: works with any* LMS/VLE

TWO VERSIONS: 1.1 and 1.3/Advantage

Application 
or Content 

Provider

Learning 
Management 

System



Meet LTI 1.3/Advantage

LTI 1.3 Core
The Launch

Deep Linking
Get Content

Names & Roles
Roster & Groups

Assignment & Grades
Get & Create grades



Another Look at LTI Advantage



Building an Application

1. Build an awesome web application
• Language and UI framework of choice

2. Support LTI Launch – accept FORM POST
3. Use REST to get and set Learn data

4. Configure Private and Public keys
5. Deploy it somewhere (AWS, Azure, …) 

6. Get IMS Global certification 
7. Register it with Blackboard ONCE

8. Deploy it to Learn (Admin)
9. Use it in a course or however you like 

(Instructors & Students)



LTI Launch – From one Web App to Another

• At its most basic it’s an HTTP FORM POST with data 
– a JSON Web Token (JWT)

• OIDC login flow to protect against CSRF

• Parse JWT – header.body.signature

– The payload is an OpenID id_token (JWT)

• Validate header

– Get kid and public key from JWKS URL

– Get algorithm and validate it is what you expect

• Validate signature

• Get REST & LTI OAuth2 access tokens*

• Get payload and do something with it

* Only if you want/need to



OAuth and OIDC

OAuth 2.0

OAuth 2.0 is an industry-standard protocol for authorization. OAuth 2.0 focuses on client developer 
simplicity while providing specific authorization flows for web applications, desktop applications, 
mobile phones, and living room devices.

OpenID Connect (OIDC)

OpenID Connect 1.0 is an identity layer on top of the OAuth 2.0 protocol. It allows Clients to verify 
the identity of the End-User based on the authentication performed by an Authorization Server, as 
well as to obtain basic profile information about the End-User in an interoperable and REST-like 
manner.



OAuth 2.0 Grant Types

• In OAuth 2.0, the term “grant type” refers to the way an application gets an access token. OAuth 
2.0 defines several grant types, including the implicit flow, authorization code flow, and client 
credentials flow.

• Each grant type is optimized for a particular use case, whether that’s a web app, a native app, a 
device without the ability to launch a web browser, or server-to-server applications.



Simplest LTI Launch Flow



OIDC Login Flow – To Protect Against XSRF Attacks



OIDC Login Request – Query Params



OIDC Login Request – Build Response



LTI Tool Launch



Inside a JWT – https://jwt.io



Sample JWT from Learn



Handling Launch from Platform - Validate



Handling LTI Launch – Process JWT



LTI OAuth2 Bearer Token Client Credentials Flow



Get LTI OAuth 2.0 Access Token



Learn REST OAuth2 Bearer Token Authorization Code Flow



Construct Auth Code Request



Handle Auth Code Response



Full LTI Launch Flow



Render UI



Post Grade to LMS



How Do We Get Content into LMS?

Deep Linking
• An LTI launch with a new message type
• The Tool provides a UI to create or 

select content
• The Tool sends one or more links back 

to the Platform that are 
LtiResourceLink messages

Platform Tool

Request



Provide a UI to Select Content



Create the Content Items



Create the Deep Link Response



Send Content to Platform as a FORM POST



When LTI Is Not Enough

Everything we’ve done so far is 100% 
standards-based LTI
What happens if LTI isn’t enough?
Use the public REST API
• Attendance
• Discussions
• Course Content
• Group Assignments
• Announcements



Call the Learn REST API with Access Token



Ultra Extension Framework

Ultra Extension Framework (UEF) allows 
you to build an integration that 
communicates with Ultra so you know 
what is happening and can request 
actions based on that knowledge.



UEF Areas of Customization

Modals
Panels
Base Nav
Course Details
Help
LTI Launches
Notifications



Chatbot – a UEF Example from Help



Register Your Application with Learn

Platform Needs
• OIDC Login Initiation URI - CSRF
• Redirect URI(s) – LTI Launch
• JWKS URL - tool public keyset
• Signing Algorithm

Tool Needs
• Issuer – of keys
• Client ID – OIDC identity
• OIDC Auth URL – CSRF
• OAuth 2 Token URL – service calls
• JWKS URL – platform public keyset
• Signing Algorithm
• Deployment ID
• REST key & secret



Learn LTI Architecture



Register Application with Developer Portal



Copy Configuration Values



Define Placements

• A Placement defines where your tool appears 
in the Learn UI

• Seven types of placements:

– Deep Linking – allow students or not

– Course Content – gradable or not

– Course – allow students or not

– System

– Admin

– UEF – Extend Ultra, like JS Hacks for Ultra



Deploy to Learn
Copy Deployment ID



Update Tool Configuration



Use in Learn



Specifications to read

• OAuth 2:

– https://oauth.net/2/ (Client Credentials and Authorization Code flows)

• OpenID Connect:

– https://openid.net/specs/openid-connect-core-1_0.html#ThirdPartyInitiatedLogin

• JWT:

– https://tools.ietf.org/html/rfc7519

– https://jwt.io

• LTI Advantage: 

– https://www.imsglobal.org/ims-security-framework

– https://www.imsglobal.org/activity/learning-tools-interoperability

https://oauth.net/2/
https://openid.net/specs/openid-connect-core-1_0.html
https://tools.ietf.org/html/rfc7519
https://jwt.io/
https://www.imsglobal.org/ims-security-framework
https://www.imsglobal.org/activity/learning-tools-interoperability


LTI & REST Resources

• https://docs.blackboard.com/ - Developer docs for LTI, REST, UEF, etc.

• https://developer.blackboard.com – The Developer Portal with Swagger docs on REST API

• Many sample projects at https://github.com/blackboard

– https://github.com/blackboard/BBDN-lti-1p3-tool-example - Python example used here

– https://github.com/blackboard/BBDN-LTI-Tool-Provider-Node - Node LTI/REST example

– https://github.com/blackboard/BBDN-HelloWorld-B2 - Old-school B2 example

– https://github.com/blackboard/BBDN-UEF-Python - UEF example

• https://github.com/IMSGlobal/ltibootcamp - Many open source resources

https://docs.blackboard.com/
https://developer.blackboard.com/
https://github.com/blackboard
https://github.com/blackboard/BBDN-LTI-Tool-Provider-Node
https://github.com/blackboard/BBDN-LTI-Tool-Provider-Node
https://github.com/blackboard/BBDN-HelloWorld-B2
https://github.com/blackboard/BBDN-UEF-Python
https://github.com/IMSGlobal/ltibootcamp


Questions? developers@blackboard.com




