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Forward-Looking Statement

Statements regarding our product development initiatives, including new products
and future product upgrades, updates or enlpancements represent our current
intentions, but may be modified, delayed or abandoned without prior notice and there
is no assurance that such offering, upgrades, updates or functionality will become

available unless and until they have been made generally available to our customers.
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AGENDA

How to Build an LTI
Advantage Tool

Blackboard

Platforms and tools; security; services

B2 Example — Ul and Java API

LTI Launch

LTI Deep Linking

LTI Services

Application developer makes it available
How to get a new app installed

How to configure placements and where they appear
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About Me

* With Blackboard in Product Development > 13
years

 Member of IMS Global LTI and Caliper Technical
Working Groups

* On the Developer Relations team with Scott
Hurrey

* Dad, classical guitar, nature photography
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Whatisa B27?

Blackboard Building Block

e Java Web Application

* Access to Learn Java APIs

e Access to Learn database (ouch)

* Runs inside Learn JVM (super ouch)
Ul of choice?

* XML configuration files

* Not supported in Ultra

* There-be DRAGONS

Blackboard
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What is LTI?

AUl flow to connect LMS/VLE (Platform)
to an Application (Tool)

* Provides Single-sign On (SSO) capabilities
—a TRUST relationship between Platform

and Tool Learning Application
*  Services to get data into and from a Management or Content
Platform System Provider

— Content, e.g., Video, Assignment, Book

— Roster
— Grades

* TWO VERSIONS: 1.1and 1.3/Advantage

Blackboard R s e B #BbWorld20



A Brief History of LTI

OAuth 1.0 Basic
Launch Request

OAuth 1.0 Basic

Launch Request Basic Outcomes

Proxy
Registration
Service

ToekSettings
Serviee

OAuth 1.0 Basic p » Registration Consumaer
o Basic Quteommes e ;
Launch-Request Launeh Protile Service

OpenlID Connect OAuth 2.0 Based
Based Message > Service
Launch Definition
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LTI 1.3/Advantage Security
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Meet LTI Advantage

‘»I Deep Linking

@YY Namesand
LTI 1.3 Core ‘Q. Roles

Assignments
‘and Grades

B AR
q1111
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Deep Linking

/\ Request Content
Platform w % Tool

Return
Content

i . Select or Create
ﬂ®e‘ e e Content
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Names and Roles

SIS &7~ /\ Tool

Users &
Courses RegES
Members

Line items - Members

& Grades
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Assignments and Grades

Platform Tool
w B, ﬁ‘ N
il
Assessment
-
Gradebook . '
BT i 8/1 0 o
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Application Developer

* Build an awesome web application
— Language and Ul framework of choice
e Support LTI Launch
* Get IMS Global certification
* Deploy it somewhere (Azure, AWS, Heroku, ...)
* Register it with Blackboard ONCE
* Deploy it to Learn (Admin)

e Use it in a course or however you like
(Instructors & Students)

Blackboard DEVCO! (20) #BbWorld20



Bad News: Specs you should read

OAuth 2:

- (Client Credentials flow)

— https://www.digitalocean.com/community/tutorials/an-introduction-to-oauth-2
* OpenlD Connect:

e JWT:

LTI Advantage:

Blackboard DEVCO! (20) #BbWorld20


https://oauth.net/2/
https://openid.net/specs/openid-connect-core-1_0.html
https://tools.ietf.org/html/rfc7519
https://jwt.io/
https://www.imsglobal.org/ims-security-framework
https://www.imsglobal.org/activity/learning-tools-interoperability

Sample Tool Data Model

key_set_id 5O key—SEtS

public_key ® id
private_key

alg

Blackboard

registrations

id

issuer

client_id

platform_login_auth_endpoint
platform_service_auth_endpoint
platform_jwks_endpoint
platform_auth_provider
key_set_id

DEVCO! (20)

deployments
® deployment_id
® registration_id

customer_id
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LTI 1.3 Launch

OIDC login

Parse JWT — header.body.signature
— The launch is an OpenlD id_token (JWT)

Validate header
— Get kid and public key from JWKS URL

— Get algorithm and validate it is what you
expect

Validate payload & signature

Get payload

Blackboard
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Open ID Connect 3"-party-initiated Login Flow

Blackboard

OpenlD Connect LTI Launch flow Overview

UA: User Agent

Platform

create init login request

GET/POST authentication request

validate request

redirect auth response to tool

|
LA

Platform

n
|

GET/POST init login request

redirect browser to Platform for Auth

POST auth response (id_token, state)

display LTI resource

|
|

|
I
|
|
I
I
|
|
|

create request incl. state/nonce

validate auth response

#BbWorld20



OIDC Login GET or POST — create and nonce

exports.oidcLogin = function(reg, res) {
let state = vwid.v4();
let nonce = wwid.v4();
let url =
config.oidcAuthUrl +
“?response_type=id_token" +
“"&scope=openid" +
"&Llogin_hint=" 4
req.query.login_hint +

"&lti_message_hint=" +

162

reg.query.lti_message_hint +

"&state=" +

state +

"&redirect_uri=" +

encodeURIComponent( uriComponent: "${config.frontendUrl}/1til3") +
"&client_id=" +

config.bbClientId + Get from registration

“"&nonce=" +

nonce;

// Per the OIDC best practices, save the state in a cookie, and check it on the way back in
res.cookie("state", state, { sameSite: 'none', secure: true, httpOnly: true });

console.log("LTI JWT login init; redirecting to: " + url);

res.redirect(url);

¥
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Receive Launch POST —id_token and

Algorithm  RS256

Encoded Decoded

HEADER:

'eyJ raWQiOiJ1INGExMzd1MSTINWMyLTQxNWUtYmY4
0COyZDJiMWMxOWIOY2QilLCJhbGci0iJSUzITNiJ9

'kid": "ed4al137e1-e5c2-415e-bf88-2d2b1c19b4cd”
'alg”: "RS256'

PAYLOAD:

Blackboard \ #BbWorld20




Validate State & JWT

app.post('/1ti13', (req, res) => {
console.log('-----------=----u-- \nltil3');

// Per the Q0IDC best practices, ensure the state parameter passed in here matches the one in our cookie

const cookieState = req.cookies['state'];

if (cookieState !== reg.body.state) {
res.send( ' The state field is missing or doesn't match.');
return;

jwtPayload = LltiAdv.verifyToken(req.body.id_token);
if (!jwtPayload || !jwtPayload.verified) {
res.send('An error occurred processing the id_token.');

return;

Blackboard N e : % DEVCO!I(20)
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Verify JWT Client ID

Blackboard

30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52

Rz

‘// Validates the signature and content of the JWT
{{exports.verifyToken = function(id_token) {

D<Y

let parts = id_token.split('.');

// Parse and store payload data from launch

let jwtPayload = new JWTPayload();

jwtPayload.header = JSON.parse(Buffer.from(parts[8], encoding: 'baseé4').toString());
jwtPayload.body = JSON.parse(Buffer.from(parts[1], encoding: 'baseé4').toString());
jwtPayload.verified = false;

// Verify launch is from correct party
// aud could be an array or a single entry 0 c
ot tienra: Verify issuer
if (jwtPayload.body.aud instanceof Array) {
clientId = jwtPayload.body.aud[@8];
} else {
clientId = jwtPayload.body.aud;

b

if (clientId !== config.bbClientId) {
console.log('Client ID passed in does not match configured client ID');
return null;

}

DEVCO!I(20) |
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Verify JWT Signature

49

50 // Get the public keys from the platform JWKS URL

51 ] try £

52 console.log( LMS JWKS URL ${config.jwksurl}’);

53 const response = await axios.get(config.jwksUrl);

54 console.log( Public keys ${JSON.stringify(response.data)}’);
55

56 const key = response.data.keys.find(k => k.kid === jwtPayload.header.kid);
57

58 jwt.verify(id_token, jwk2pem(key));

59 jwtPayload.verified = true;

60 | ¥ catch (err) {

61 console.log( Get public keys failed: ${JSON.stringify(err)}’);
62 .

63

b4 B return jwtPayload;

65 };

bé
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Parse the JWT
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Get OAuth Tokens and Redirect to Tool Ul

147 // If we have a 3L0 auth code, let's get us a bearer token here.
const nonce = wwid.v4();

150 const restToken = restService.estToken(learnUrl, nonce) ;
151 console.log( Learn REST token ${restToken}');

// Now get the LTI OAuth 2 bearer token (shame they aren't the same)
154 const ltiToken = await ltiTokenService.getLTIToken(config.bbClientId, config.oauthTokenUrl, scopes);

// Cache the LTI token
await ltiTokenService.cacheToken(ltiToken, nonce);

159 // Now finally redirect to the IVS app
res.redirect(’ /?nonce=${nonce}&returnurl=${returnuri}&cname=${courseName}sstudent=${isStudent}&dl=${isDeepLinking}&setLang=${learnLocale}#/viewAssignment’);

161 »;
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Handle Deep Linking

Just like LTI 1.3 launch, but
different

An Ultra Course
Assignment

Build a Ul to create/select
content

Build payload to send back to
LMS

. Can be links or embedded
Sign payload (JWT)
Post back to LMS return URL

Blackboard DEVCO! (20) #BbWorld20



48
49
50
51
52
53
54
55
56
57
58
59
10)
61

62
A%

Deep Link Launch

const targetLinkUri = jwtPayload.body['https://purl.imsglobal.org/spec/lti/claim/target link uri'];
let returnUrl;

let deepLinkData;

let isDeepLinking = false;

o) if (targetLinkUri.endsWith('deeplink')) {

returnUrl = jwtPayload.body['https://purl.imsqglobal.org/spec/lti-dl/claim/deep linking settings'].deep_link return_url;
deepLinkData = jwtPayload.body['https://purl.imsglobal.org/spec/lti-dl/claim/deep_linking_settings'].data;
isDeepLinking = true;

) } else if (targetLinkUri.endsWith('1lti13')) {

returnUrl = jwtPayload.body['https: url.imsglobal.org/spec/lti/claim/launch_presentation'].return_url;

Q } else {

res.send('We don't recognize that targetLinkUri ${targetLinkUri}’);

Blackboard R s e B #BbWorld20



Deep Link Response

Blackboard

171
172
173
174
175
176
177
178
179
180
181
182
183
184
185
186
187
188
189
190
191
192
193
194
195
196
197

.

9

app.post('/sendAssignment', async (req, res) => {

let body = req.body;

console.log( sendAssignment called: ${JSON.stringify(body)}');

// Get the OAuth2 bearer token from our cache based on the nonce. The nonce serves two purposes:

// 1. Protects against CSRF

// 2. Is the key for our cached bearer tokens

const nonce = body.nonce;

const cachedNonce = await redisUtil.redisGet(nonce);

if (!lcachedNonce) {

console.log( Couldn't find nonce...exiting');

res.send('Could not find nonce');

// Remove the nonce so it can't be replayed

redisUtil,.redisDelete(

)

const restToken = restService.getCachedToken(nonce);

console.log( sendAssignment got bearer token ${restToken}');

const learnInfo = await ltiAdv.getLearnInfo(req.cookies[LEARN_INFO_KEY]);

const deepLinkReturn = await deepLinkService.createDeepContent(body.assignment, learnInfo, restToken);
console.log( sendAssignment got deep Llink return ${JSON.stringify(deepLinkReturn)}’);

res.send(deepLinkReturn);

¥;
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Deep Link Response JWT

92
93
94
95
96
97
98
99

100
101
102
103
104
105
106
107
'l 108
0
110
111
112

Blackboard

&

=

T}

const now = moment.now() / 1868;

const deepLinkResponse = {

iss: config.bbClientId,
aud: learnInfo.iss,
sub: config.bbClientId,
iat: now,

exp: now + 5 * 68,

locale
"https
"https
"https
"https
"https

: "en_US",

://purl.imsglobal.
://purl.imsglobal.
://purl.imsglobal.
://purl.imsglobal.
://purl.imsglobal.

org/spec/1ti/claim/deployment_id": learnInfo.deployld,
org/spec/lti/claim/message_type": "LtiDeepLinkingResponse",
org/spec/lti/claim/version": "1.3.8",
org/spec/lti-dl/claim/data": learnInfo.deepLinkData,
org/spec/1lti-dl/claim/content_items": contentItems

console.log( Deep link creator returned: ${JSON.stringify(deepLinkResponse)}’);

return ltiAdv.signJwt(deepLinkResponse);

DEVCO!I(20) |
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Sign Response JWT

109

110 exports.signdwt = function(json) {

111 try {

112 let privateKey = jwk2pem(config.privateKey);

113 const signedJwt = jwt.sign(json, privateKey, options: {algorithm: 'RS256', keyid: '12345'});
114 console.log( signedJwt ${signeddwt}’);

115 return signedJdwt

116 } catch (exception) {

117 console.log( Something bad happened in signing ${exception}’);
118 }

19 };

120
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Send the Response as a form POST

88

89 axios.post( url: "/sendAssignment", requestBody, config: {

90 of headers: xhrHeaders

91 }).then(response => {

92 // The LTI Deep Linking spec requires a form POST back to the Platform
93 const form = document.createElement( tagName: 'form');

94 form.setAttribute( qualifiedName: 'action', params.getReturnUrl() as string);
95 form.setAttribute( qualifiecdName: 'method', value: 'POST');

96 const jwtParam = document.createElement( tagName: 'input');

97 jwtParam.setAttribute( qualifiedName: 'name', value: 'JWT')

98 jwtParam.setAttribute( qualifiedName: 'value', response.data);

99 form.appendChild(jwtParam);

100 document.body.appendChild(form);

101 form.submit();

162 });
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Provide URL to your Public Keys

e JSON Web Keyset or JWKS URL
* JWK format
* PEM2JWK converter

Blackboard

DEVCON(20)

"publicKeys": {

"keys": [

{

"kty": '
ngt. W
"use":
"kid":
"alg":

lln":

"kty":
ngh. w
"use":
"kid":
"alg":

"n“ -

"12345",
"RS256",
"sB3jz6IZBOuergkZ-RUpCoZuNeal2A2

"RS256",
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https://8gwifi.org/jwkconvertfunctions.jsp

Big Sigh of Relief

digest 10ms Sms 9ms o
ULTRA1

An Ultra Course

Eric Preston
Instructor

Details & Actions Course Content

/OS Roster Y Assignment 1
Due date: 7/1 :00 PM

B Conditional availa

Do this

EE D

Attendance
Mark attenc

ontent

& Hidden from students

m N 4

Bobcat Discussion
Due date: 9

®© Visible ider

©

Talk about Bobcats
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Break Time
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Get LTI OAuth 2 Bearer Token

const 0auth2JIWT = (clientId, tokenUrl) => {
let now = Math.trunc( x: new Date().getTime() / 1008);

9 let json = {
10 iss: "lti-tool",

sub: clientId,

aud: [tokenUrl, 'foo'l],
13 iat: now,

exp: now + 5 * 60,
: crypto.randomBytes( size: 16).toString( encoding: "hex")

3 return ltiAdv.signJwt(json);
19 ¥

>
exports.getLTIToken = async (clientId, tokenUrl, scope) => {
console.log( getLTIToken client ${clientId} tokenUrl: ${tokenUrl} scope: ${scope}’);
23 const clientAssertion = oauth2IWT(clientId, tokenUrl);

const options = {
26 method: "POST",
27 url: tokenUrl,

headers: {

'Content-Type': 'application/x-www-form-urlencoded'

3 }:

const body = {
grant_type: "client_credentials",
client_assertion_type:

"urn:i

:params:oavth:client-assertion-type:jwt-bearer",
37 client_assertion: clientAssertion,
scope: scope

39 3
. 40
4 try {
of 42 const response = await axios.post(tokenUrl, gs.stringify(body), options);

43 const token = response.data.access_token;

#BbWorld20
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exports.loadUsers

Get Course Roster — Names & Roles Provisioning Service

async (courseId, resourceld, url, token) => {
if (lcourseId) return [];
const body = {

method: 'GET',
uri: url,

headers: {

‘content-type': "application/vnd.ims.lti-nprs.v2.membershipcontainer+json"
Authorization: "Bearer " + token
}

¥

console.log( loadUsers for ${resourceld}, request: ${ISON.stringify(body)} );
try {
[ ] const response = await axios.get(url, body);
const members = response.data.members;
console.log( loadUsers returning ${JSON.stringify(response.data)}’);
let users = [];
for (let i = 8; i < members.length; i++) {
const submission = await redisUtil.redisGet( key: '${resourceId}:${members[i].user_id} );
console.log( Submission for ${members[i].user_id}: ${ISON.stringify(submission)}’);
const user = {
id: members[i].user_id,
name: members[i].name,
email: members[i].email,
32 ° grade: submission ? submission.grade '8’
b
users.push(user);
}

return users;

: } catch (exception) {
Blackboard ‘

DEVCO!N(20)
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Names & Roles (and Groups) Response

/mylearn.int.bbpd.io/learn/api/vl/1ti/external/namesandroles/_4_1?placement_id=_537_1",

b2la35dbbcbe49e29b96d67ad3e77e5a"
ULTRA1",
An Ultra Course"

' —ueﬂqn'all com"
" ee@54d4c17b08Lc9e0mt8 915"
"sue",

oe@gmail.com"

—
"bcd30d0868464d859a714d2b597e1131"

purl.imsglobal.org/vocab/1is/v2/membership#Learner"

"group_enrollments":

"Active"
ric Preston"
"Eric"
Preston”,

"middle_name
"email”: " g a1l . com”
"user_id" baz4f1b96cc97e6473b9265"
"1 erson_sourcedid eric”,

purl.imsglobal.org/vocab/1is/v2/membership#Instructor"

"group_enrollments":

Blackboard #BbWorld20




Post a Score to Assignment & Grades Service

4 hxports.sendsrade = async (courseld, userId, score, url, token) => {
const scoresUrl = “${url}/scores’;

const options = {
method: 'POST',
uri: scoresUrl,
headers: {
'content-type': 'application/vnd.ims.lis.v2.lineitem+json',
Authorization: 'Bearer ' + token
}
¥

const scoreBody = {
userId: userld,
scoreGiven: score ?? null,
scoreMaximum: 188.8,
comment: 'This is exceptional work.',
timestamp: ().tnISUString(),
activityProgress: 'Completed’,
gradingProgress: 'FullyGraded'

b

console.log( sendGrade body: ${JSON.stringify(scoreBody)} options: ${JSON.stringify(options)}’);

try {
const response = await axios.post(scoresUrl, scoreBody, options);

const grade = response.data;
console.log( sendGrade returning ${JSON.stringify(grade)}');

return grade;
catch (exception) {

~
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Some “Gotchas”

* In anid_token, the “aud” can be either an array or a string.

* Launch URLs are pre-registered so cannot change per-launch. For backwards compatibility, use the
target link URI in the https://www.imsglobal.org/spec/Iti/v1p3/#target-link-uri claim.

* There are three ways a tool’s public key can be shared — don’t use the other two
— Recommended — A tool provides a JWKS URL with their public keys.
* In a deep linking launch the “data” value given by the platform must be returned unchanged.

* When requesting an access token, the “aud” must be the platform auth provider if given. If no
platform auth provider is given the auth token endpoint must be used instead.

* The OpenlD Connect login request can be a get or a post.

A registration can have many deployments, never assume there is only one.

Blackboard DEVCO! #BbWorld20



Public REST APl — When LTI is not Enough

Decide whether to use 3-legged OAuth (act on behalf of user)

Get a bearer token

— Different than LTI token

Construct a payload

Call the APIs

Blackboard DEVCO! (20) #BbWorld20



106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125

ans

3-legged OAuth — get auth code

) // At this point we want to get the 3L0 auth code, and then OAuth2 bearer token, and THEN we can send the user
Q // to the MS Teams Meeting app UI.

const redirectUri = ‘${con1‘ig.1‘rontendUr1}/code&scope=*&response_type=code&client_id=${config.aggKex}&state=${cnnkiestate}‘;

const authcodeUrl = ‘${learnServer}/learn/api/public/vl/oavth2/auvthorizationcode?redirect_vuri=${redirectUri}";

console.log( Redirect to get 3L0 code ${authcodeUrl}’);
res.redirect(avthcodelrl);

2 });

// The 3L0 redirect route

app.get('/Elocode’, async (reg, res) => {
console.log('E;ggggg called with code: ${req.query.code} and state: ${req.query.state}’);

a,

const cookieState = req.cookies['state'];
o if (cookieState !== req.query.state) {
res.send( ' The state field is missing or doesn't match.');
return;

& }

Blackboard Aates 3 DEVCO!I(20)
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3-legged OAuth — receive auth code

144 const redirectUri = '${config.frontendUrl}/tlocode";

145 const learnUrl = learnHost + '/learn/api/public/v1/oauth2/token?code=${req.query.code}&redirect_vri=${redirectUri}";
146

147 // If we have a 3L0 auth code, let's get us a bearer token here.

148 const nonce = wwid.v4();

149

150 // Cache the nonce

151 redisUtil.redisSave(nonce, 'nonce');

152

153 const restToken = restService.getLearnRestToken(learnUrl, nonce);

154 console.log( Learn REST token ${restToken}');

155

156 // Now get the LTI OAuth 2 bearer token (shame they aren't the same)

157 const LtiToken = await ltiTokenService.getLTIToken(config.bbClientId, config.oauthTokenUrl, scopes, nonce);

158 L console.log( ' Learn LTI token ${1tiToked}‘);

159

160 // Now finally redirect to the UI

161 res.redirect(’ /?nonce=${nonce}&returnuri=${returnUri}&cname=${courseName}&student=§{isStudent}&dl=${isDeepLinking}&setLang=${learnLocale}#/viewAssignment');
162 ¥

163

e ——aAfi M s _am_a_ o S
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Get REST OAuth 2 Bearer Token

exports.getLearnRestToken = async (learnUrl, nonce) => {

v

6 const auth_hash = new Buffer.from( obi: "${config.appKey}:${config.appSecret} ).toString( encoding: 'baseés');
7 const auth_string = 'Basic ${auth_hash} ;

8 console.log( Auth string: ${avth_string}’);

9 const options = {

10 headers: {

11 Authorization: auth_string,

12 'Content-Type': 'application/x-www-form-urlencoded'

13 }

14 bb

15

16 console.log( Getting REST bearer token at ${learnUrl}’);

17 try {

18 const response = await axios.post(learnUrl, data: 'grant_type=authorization_code', options);
19 const token = response.data.access_token;

20 console.log( Got bearer token');

21

22 // Cache the nonce

23 redisUtil.redisSave(nonce, 'nonce');

24

25 // Cache the REST token

26 redisUtil.redisSave( ${nonce}:rest’, token);

27 return token;

28 } catch (exception) {

29 console.log( Failed to get token with response ${JSON.stringify(exception)}’);
30 return '';

31 }

32 ¥
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Get Courses & Create Calendar

23 const createCalendarItem = async (parameter) token: any nfo, token) => {

24 const xhrConfig = {

25 ® headers: {Authorization: ‘Bearer ${token}'}

26 L

27

28 try {

29 // First we need to get what type of course we've got so we can get the calendar ID
30 const courseResponse = await axios.get( url: '${learnInfo.learnHost}/learn/api/public/v2/courses/uvvid:${learnInfo.courseUUID}", xhrConfig);
31

32 console.log( Got course; Ultra status is ${courseResponse.data.ultraStatus}, and PK1 is: ${courseResponse.data.id}’);
33

34 // We need the course PK1 for the Calendar API

35 const calendarOptions = {

36 calendarId: courseResponse.data.id,

37 type: 'Course’,

38 title: assignment.name,

39 location: assignment.submission,

40 description: assignment.submission,

41 start: moment().start0f( unitOfTime: 'hour').add( amount: 1, unit: 'hour').toIS0String(),
42 end: moment().start0f( unitOfTime: 'hour').add( amount: 2, unit: 'hour').toIS0String()

43 };

44

45 console.log( Calendar create options: ${JSON.stringify(calendarOptions)}');

46

47 const learnUrl = "${learnInfo.learnHost}/learn/api/public/vl/calendars/items";

48

49 // Create the calendar item

50 const response = await axios.post(learnUrl, calendarOptions, xhrConfig);

51 console.log( Created calendar item!!! ${JSON.stringify(response.data)}’);

52 } catch (exception) {

53 console.log( Error creating calendar item: ${JSON.stringify(exception)}, from: ${learnInfo.learnHost}’);
s¢ [ }

55 };
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Reg| ster an LTI 13 Application Blackboard Community ExploreAPls MyApps My Groups e
Register a new application

Enter your applications name and description. Users see this information when adding the application to their environment. Include a version

° G O tO number if there are multiple versions of the application.

* Application Name

Breakout

* Register your email to create an account

A game of breakout

* Create an Application

Group

— Supports both REST and LTI Advantage

My Integration supports LTI 1.3

e Enter tool information:

Logi

— 0IDC Login URL

https

— Redirect URI(s)

https://example.com/.well-known.json

Signing Algorithm

— JWKS URL for your public key(s)

Cancel Register application and generate API Key
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Save Important Learn Values

Blackboard Community Explore APIs My Apps My Groups My Account
* Application Key & Secret for REST Breakout
New AP| Key
e Application ID == Client ID in LTI

The secret is only shown once. Make note of the application key and secret and store them in a safe and secure location.

* |ssuer is always

* Learn JWKS URL

* Learn OAuth2 token endpoint (for grades, etc.) —
e Learn OIDC auth endpoint (for launch flow) e
* Update your tool’s configuration
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Learn Administrator

Administrator Tools
* Get the Application ID (Client ID in LTl-speak)
* Register REST Application - OPTIONAL
+ Register LTI 1.3 Too = =
« Create one or more Placements —

Domains Ititool.int.bbpd.io

Tool Status © Approved

Excluded

:yﬂ}:’:ﬂ"{*' Custom assignment_pk=@X@content.pk_string@X@
ameters course_pk=@X@course.pk_string@X@
userSysRoles=@X@user.role@X@
courseStart=$CourseSection.timeFrame.begin
dueDate=$ResourceLink submission.endDateTime
userEmail=$Person.email primary

sustemHast=@X@svstam site id@X@
Enter any custom parameters require each be on they

INSTITUTION POLICIES

change

User Fields to Send Role in Course
Name
© Email Addres:

Allow grade service access ©Yes ) No
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Administrator Tools

PLACEMENT INFORMATION

LTI Placements in Learn

e Currently Support 6 types
— Deep Linking
— Content
— Course
— System
— Admin
— Ultra extension*

» Usually specified by Application Developer

* A topic for another day, e.g., EesySoft
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Demo Time

Bobcat Discussion

Discussion

Discussion Topic
Talk about Bobcats

Responses (1)

&

_ﬂ_‘ Eric Preston
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Recent and Future

* Ability for students to embed LTI content (e.g.,
videos)

* Course Groups with Names & Roles
* Embed in Original editor™
* Tool developers define LTI Placements™

* Submission Review spec so can launch to the
right place in the tool from gradebook™

*Coming soon(ish)?
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LTI Resources

* https://github.com/blackboard/BBDN-LTI-Adv-Node

* https://github.com/IMSGlobal/ltibootcamp

* https://pypi.org/project/PyLTI1p3/

* https://www.imsglobal.org/ims-security-framework

* https://www.imsglobal.org/activity/learning-tools-interoperability

. https://docs.bIackboard.com/Iearn/REST/Getting%ZOStarted%ZOWith%ZOREST.htmI

* https://docs.blackboard. com/dvba/US|ng%ZOthe%ZOBIackboard%20Learn%20AMI%20for%20REST%
20and%ZOLTI%ZODeveIopment html : :
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Questions?
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